BitDefender for MS ISA Servers

Antivirus protection for HTTP and FTP traffic!

As content entering or leaving your company
must meet security policies, it is crucial to choose
the appropriate protection for each network level,
especially for the gateway level. The World Wide
Web has become an entry point for malicious
content, through file transfers or simple browsing.

BitDefender for MS ISA Servers offers antivirus
protection for web traffic, including protection for
data received through webmail. BitDefender for
MS ISA Servers integrates with the firewall and
the web cache server, Microsoft ISA Server,
through two application (ISAPI) filters offering
antivirus protection for the HTTP, FTP and FTP
through HTTP traffic.

BitDefender for MS ISA Servers is compatible
with BitDefender for Mail Servers (WIN SMTP
Proxy) which offers antivirus and antispam
protection for SMTP traffic.
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incorporating the BitDetender antivirus engines, certitied by
ICSA Labs, Checkmark, CheckVir, Virus Bulletin and TUV.

Improved Virus Detection

Heuristic detection and proactive behavior blocking, doubled by
lightning-fast update of the signature lists make BitDefender for
MS ISA Servers a reliable solution for corporate environments.

Integrated with Microsoft ISA 2004 Server

and Microsoft ISA 2000 Server

BitDefender for MS ISA Servers seamlessly integrates with
Microsoft ISA 2004 Server and with Microsoft ISA 2000 Server
through two application filters, an HTTP and an FTP filter.

HTTP and FTP Filters

The HTTP and FTP filters are application (ISAPI) filters that
scan all HTTP and FTP requests for viruses. Depending on the
rules set by the content filter and on the scanning results,
requests are forwarded to the ISA Web Proxy.

Browser comforting

Due to the browser comforting feature, the very small overhead
implied by the antivirus scanning of all HTTP traffic is not
visible to the end user, as chunks of the requested data are
sent to the browser while the download is in process.
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Filter management

BitDefender for MS ISA Servers offers
administrators policy controls for virus protection
and the ability to set specific filtering rules for
specific groups of IP addresses across multiple
scan types, improving the flexibility of the
scanning and configuration process.

White list filter

Also, a system of white lists of safe URLs,
configurable by the administrator, is available so
that the traffic between the ISA Server and those
specific URLs is not scanned.

Easy to use interface

The new BitDefender for MS ISA Servers comes
with an MMC based interface that offers a friendly
working environment. The wizard system
implemented in the interface enhances the
usability of the product while the snap-in system
provides the actual management functionality.

Interface Integration

BitDefender is integrated in the Microsoft ISA
Server Console through two snap-ins that allow
the configuration of the FTP and HTTP filter.

Automatic Updating

BitDefender for MS ISA Servers offers intelligent
updates for the virus definitions and restricted
content databases. Due to the advanced
BitDefender technology implemented in the update
module, the antivirus protection is not
discontinued during the update process.

Secures Infected or Suspected Files

Infected or suspected files are isolated in quarantine
zones. The contents of quarantine zones can be analyzed
at any time by the IT manager or can be sent for analysis
to the BitDefender Labs.

Reports and Notifications

BitDefender for MS ISA Servers comes with useful
“Reports” and “Statistics” modules that provide detailed
information about the scanned files. The “Alerts” module
is a tool used to alert the administrator in case a virus,
warning or error occurred.

Centralized Management from a Network Location
BitDefender for MS ISA Servers is fully compatible with
BitDefender Enterprise Manager, offering organizations
centralized management for antivirus protection and
security policies inside complex networks.

Updates and Upgrades

Registered users benefit from automatic updates and from
free upgrades to any new version of the product during
the license period. Special pricing offers are available to
returning customers.

Professional Technical Support

Professional technical support is offered by qualified
support representatives, supplemented by an online
database with answers to Frequently Asked Questions and
fixes for common issues.

System requirements
Microsoft ISA 2000 Server + SP2 or Microsoft ISA
2004 Server

www.bitdefender.com

BitDefender for MS ISA Servers can be downloaded for
evaluation from www.bitdefender.com the SOFTWIN
corporate website dedicated to data security.
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